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tEHHHELLO

+0OK Node manager v10.3 started
2.1gEdomain

DOMAIN my_domain \\ip\c$

+OK Current domain set to 'my_domain’
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USER weblogic
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ontext information

assLoader=JspLoaderl.2( C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\JettyContext64635 ) / org.mortbay.http.ContextLoader(file:/C:/Jetty/webapps/jetty
readContextClassLoader=org.mortbay.http.ContextLoader(file:/C:/Jetty/webapps/jetty/WEB-INF/classes/) / sun.misc.Launcher$AppClassLoader@l12f¢

equest information

Requested URL: http://account.pacip.com/jetty/jspsnoop
Request method: GET
Request URI: /jetty/jspsnoop
Request protocol: HTTP/1.1
Servlet path: /jspsnoop
Path info: null
Path translated: null

Query string: null
Content length: -1 ~
Content type: null s

Server name: account.pacip.com
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Em EIER: C\Windows\system32\cmd.exe - java scanner 2 20 http://exclusions.oig.hhs.gov/ (= [ 1B |5

————————— Final Result —————
116 requests have heen sent to the serwver:

B Dirds> wassuere found
@ File¢s» was-were found

Finizhed in: 18 second<{s>

O “scanner_source_and_compiledsscanner—compiled>java scann
ler 2 2080 http:-sexclusions.oig.hhs.gous
Target = http:/7exclusions.oig.hhs.gov/
How much delay do you want after each reguest in milliseconds [default=B817
Max delay after each request in milliseconds = @
Do you want to use proxy [Y=Yes. Anything Else=No1?
Mo proxy has heen used.

Bcanning. ..

Dir: DATABA™1 QA
s o UU
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Add node - Group - Add group - Class - Add class. Failed Report: 2012-07-09 08: 12
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[/bee/ deploy/] (/etc/puppet/manifests/nodes.pp:37). Property, Message ...

ww.hzjrxf.com/re

a0101 - Puppet Node Manager
ww_hzjrd.com/nodes/9 - FRITTRER - BIF IR
Groups. — No groups —. Classes. — No classes —. Dashboard activity. 2012-07 -10

09:36 UTC — This node was created. © Copyright 2012 Puppet Labs. N A MN/AN
MU
Nodes - Puppet Node Manager - -
www_hzjrdf.com/nodes - FITTHRER - BIF T k P
Group - Add hroup . Export nodes as CSV, Resources. Node, | Latest report, Total, 20 12 * .?%%*@ um
i _ RCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



seauelfeda | iigs...

|§ﬁmmmzmﬁxﬁzﬁm

20127 E RFRAITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



SeaueMedm

iEﬁWmMZHhMﬂ S

B ESRERSRERIERSIRITTAIL , SERMEEME.

@ root@bt: /

I‘)

~
I

2012 RERGRAEITAS

Rt - Baiad - =i E

II
11}




seauelieda| rs..

I HEXRIIZBG Zvmware vcenter

2012 ERGZRAITRS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



Seauel&lﬁe{gga A

I B XM Z memcached

B Memcached

OI'D
C“)

~
A\

A

2012 ERGZRAITRS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE




seaueMedia| r%s...
I HEAMIZBAZ oracle
u SE2012FHIEERSFRIFRORACLEBF S SOXEH T
EtetE: http://down.51cto.com/data/391505
2012'=FI?2}E§E1"€IUW7CA

SYSTEM ARCHITECT CONFERENCE CHINA 201

2Rt - BalitiasE - Erl'ﬁ



sequelledia | r5s..

|§ﬁmmm25mma

m OWASP TOP10
1. sqiEN
2. XSS5k
3. N EH I ISIEETE
4. F=ENERENSR5|F
5. CSRF
6. KEFENIR
7. RNLZeHI0EFE
8. i BRHIURLIA]
9. (FFHRIERIFAE
10. SRIGUERIEE R R

— 2012-FERGLRAITASR
#%ﬁmvl' Eﬂ]{béfﬁ ;—l‘l'ﬁ




SeoueMedla

BIRTES 168....
| s=zm

>> L FAER

— IR
e SACC
‘ i

CHITECT CONFERENCE CHINA

7!5*’3121.1' Batia4 - Tri'ﬁ




SEQUEM&&!E] ¥k #168...

Iié@MﬁEﬁw

m SRR
FRARRESNNEZEEMAIE. MR, RS, HEEEEEe
_ IR E

Pl e SHN TR

I Svj 1 i

FanaIl. EaREE. EmEp, FakE

2012 ERFGRAITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE




Seouelglggﬁ!a -

| REBIATIES TIARAKIE- RIS FIA

B LTEIEHHERA
1. ZRSGEEINE
2. ML RLITi .ﬁ
3. _%Efjblﬁi{i-jg REQU'REMENTS \———s—_
4, —EpBEE o
B T{EEEKIE
1. ITIL RECORD » ‘ RECORD
2. ISO 27002 <
3. CCEXR&EERE
4. CVBFE?@@
2012hERSZREITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



| RLBIAS TIARIE- MBS B

sequelledia | r5s..

k&= HBA

ENELRELE
REMERELTESENRAARINE
QOSHRESDDOS |, 75 , NEAKESHIRE
OSPF,DHCP.STP VTP, BGPIMYiB{SIIZZ AR B
thEsBhXiE. IDS, IPSEMKRIGEEE

i A W N B

m SEEE
1. CISCO SAFEZRSHELR

- — -

2012¢I?%§E@UW7CA

7|3$'J111+ Eﬁ]ﬂﬂ@fﬁ Tﬁ'ﬁ



SeoueMedla

BRIRER 168....

RE2BIPA B TLARKIE-ZE2FZEIFA

SR

i A W N F 1

REFFREIN
RER LT RIBIE
RS TR ER RS
RERIBE R

SELKIE
OWASP CLASPZ &4 s [EHAFF &
14 SDLC

SAMM Overview
Software
Development
Construction Verification

Business Functions

() ovrnenes ] (5] Depioymen

Security Practices
Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement

Training

OWASPH&15F
O P E N SAM M e Core training
'BSIMM

» Threat modeling

and pnvacy sk # Static analysis

~
- &

2012=FI?%§E1"€I')WCA

SYSTEM ARCHITECT CONFERENCE CHINA 201

2Rt - BalitiasE - Erl'ﬁ



SeoueMedla

ERIRTER 168....
iy )} iy :m \_t
Z2BIP\ 53 TUAR T{E&E-Z 2
Sl 6:3:0ne Methodology.:..:: st
u ’%éﬁ’mu]‘ﬂ Chapter 7 - Human Security Testing......c.cccocvviiiiinnniccinnnen,
N Chapter 8 - Physical Security Testing........ccoccevicniinnnennne
| WEB;)HULE Chapter 9 - Wireless Security Testing.........cccceevvivuiinnncnnnne
Chapter 10 - Telecommunications Security Testing........
23Rt Chapter 11 - Data Networks Security Testing........ccccueeuu,
u IX—XI’g')‘Jﬁt Chapfer 12 - Complance......ccii-cassiasmsisiasissin i
RECUIANOMS . iy, Conrman s s e e
Chapter 13 — Reporting with the STAR........cccvvveeiiiinniininne
Chapter 14 - What You Get........evivviiiiniiiieinnnnnnccnnnen,
The:Mobius Defense . imwammiliiviismiaindlonvasoeis
Gel What We Need........ciiiinsniiminisssississis
Chapter 15 - Open Methodology License.......................
m SEKIE
1. ISSAF
2. OSSTMM
3. OWASP TESTING GUIDE
Loy ¥ e, o
N
Ay
2012 ERGIRDIPAR
A ARCHITECT CONFERE 2012

%*’Jlxtl’ Ezﬂlﬂiléiﬁ Trl'ﬁ



SeoueMedla

BIRTES 168....
| o=zm

ZERINEIR

>>—-$%W%Hﬁ
_‘ 20 R

CHITECT CONFERENCE CHINA

#%ﬁmvl' BaifticHE - Tl—]—g




SequeMedia | e
I FKFFRHFEZ Web services
m SOAP
HiR1Tweb servicesiBRARTLABE NMEEXGRIE
B XML XXESR R
SACC
2012‘F.?§E§E’|"@'}fﬁk‘°’

SYSTEM ARCHITECT CONFERENCE CHINA 201

ZEIRigTT - Halficie - Erl'ﬁ



Seauel - §
sequeMedia | e

i KRS 2 SSRF

NER{RNERPE®IR , FEFE— I XXERREIFAEBEET—
web servicessEIXFHATRBIRERZNERP |, ZyirplE 1 |

u://172.16.0.63:SUIOU/XISORPﬂdapter/serulet/con.sap.aii.éf.np.soap.ueb.DilhertHSG?fornat=post —~

KZE Rat v.0.1 superuntestedalpha
[ERPScan Research Group // erpscan.con

ut an pink elephant through a rabbit heole
roject DilbertMSG has been created

Attacker module: filegrab

odule arguments:
:\boot.ini

rying to get c:\boot.ini -

dmsg:statements xmlns:dmsg="http://sap.con/fun/dilbert/msg’ title=’[boot loader] timeout=10 defau
=aulti(@disk(@rdisk(@partition(1)\WINDOWS [operating systenms] kulti(U)disk(O)rdisk(O)partition(
WINDOUWS="SAP ERP ECC 6.8 on Windows Server 2803" /fastdetect /usepntimer /NoExecute=0ptin multid@

»

>

*— see http://7172.16.0.63:50100/81S0APAdapter/serviet/con.sap.aii.af .np.soap.web.DilbertMSG?help
pr usage options —>

statementOle continually strive to to exceed customer expectations.{/statement’
/dmsg:statements

enlu lenath — £32




AERARBRZERPEZE

SeaueMedia
BRInfER

[/

168....

oo v b~ W N F 1

ORACLE peoplesoft
INE T PESERYEA
ORACLE ERPERIAZRS
ORACLE ERP#YBR[=JR®R
ORACLE ERP iscriptia]gi
ORACLE ERP hja/4a]a
ORACLE ERP#IEZERIRR

& M4 Webloge Lorver Adriratraton

€ 90 K| O HE-

st - [Prapi o

Comacde - MOGRSTTN 40 IS8

Woube [Wobeds MRk FRY*E APESO

hxn | ¥

:] | BEA Wablogic Server Adwinivtras . ¥ \7:

—'I;"‘ WEBLOGIC SERVER
ettt St

"Whrar chaagen and rerbaty

P paniong hanges et Chox
e Bkease Configrr alion bullon
by slow pohars 03 604 N
corman

Bt i

O SteCteee
EREED
= EnrGAr

D placry Vot 5.
= Servces

Setarty Resmg
=1 Tkar e sty
= AR

o o L. ra

| e e Chasge Canbee
| Virw pesdeg (hanges

| Raiaase e confurEnos ladk
| Chargs Conske praberesss

| Migallor SErvers

sl SLatus &

nalth of Burmirg Semenrs

| Faded (0}
Crincal ()
Dwerioaded (0]
Warn ()

Information and Rescuntes
I
» Corfiar e dpphCatnns
+ Rt Task Fieta

Doemain Configurations

& Dernain

- Sarons
& Chaibors

® vtunl Moty

& by il T gt

- Mocharas

= ok Masagers

& Slartup Asd Shutdown Clastes

 Dagheny TPy

d BRe Zed ZeN ok

e Bl TRy S

=

o HROOPRD | &

+ Cormenen Adrmenkstation Tk Descrptans

- S8 your conmsle prefiancen

+ Rl ther o armaetation

@ Mgy
+ S Srvers
+ e and Fofmand Agencs
e Modoley
+ Rrwhiges
@ 0ec
+ Dsts Sgaroes
v Mt Dt Sowntes
+ Dats Soorce Mecnel
o Parwsdend Shives
@ Pats Services
LRS-
4 iy Caches
@ Fanwgn N0 Frovidens
= Wk Contases
@ o
o pad Sesmong

- a3

EWTC St
® Jolt Comwaction Fools

O Lo Pl
“ apgrom < Moadues
el brages
@ Archives
 Comest
SN agent
+ Froes
» Monlors
* Log Filen
+ Aanbsne (hanges
» Toap Seilinabon

=

L NN
n w7 A\

20127 E RFRAITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE




seauelieda| rs..

| KRS ERPRE

m SAP

2012 ERGZRAITRS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



seauelfeda | iigs...

I**ﬁ%ﬁﬁZizﬁ

m Hadoop

B openstack

AN

e ) o \ 0 Y

2012 ERGZRAITRS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE




I**ﬁ%ﬁﬁZﬁ%ﬁﬁ

Seaue%ggga ¥ #168...

Spring
Struts
Zend framework

Hibernate

Ibatis

20127 E RFRAITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



SeoueMedna

BIRfEE 168...
| ssrFRAEmZNOSQL
®  Mongodb
B Cassandra
B Redis
B CouchDB
m HBASE
SACC
2012 EREAEEITAES

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



Seaueg&&!a ¥ #168...

I**ﬁ%ﬁﬁZﬂ%ﬁé

m  NIST 800-53

m [E#x 18336 CCint

20127 E RFRAITAS

SYSTEM ARCHITECT CONFERENCE CHINA 2012

ZERigit - BalfichE - =itE



SeaueMedia | e

~
\

,’——\

201 2:FERGHIITAR

CHITECT CONFERE

7&*’]1211' Eﬁ]ﬂigiﬁ Tri'ﬁ

GI'J
C )




